Attacks on the RSA and possible future attacks
Yaqing Huang	[SID:201021038]
[bookmark: _GoBack]Qihang Duan [SID:201016376]

Most of successful attacks on the RSA are based on factoring large number. Back to 1999, RSA-155 (512bits) was factored. However, it toke about 5 months to do this. In 2002, RSA-158 was factored. In 2009, RSA-768 (768bits) was factored. And even more, since 2014, some articles were saying RSA-1024 was no longer secure, but we haven’t seen any report about successful attempts on RSA-1024.

One of the approaches to attack the RSA is “Low public exponent attack”, which is a brute-force attack. In practice, to save encryption and signature-verification time, the usual choices of the public exponent--“e” in the RSA method are 3, 17, and 65537. Therefore, attackers can easily work out all possible “p” and “q”. When the message “m” is short, the RSA encrypt method could be easily inverted.

In the future, with much more powerful computers, factoring large integers perhaps would be possible. Attackers could easily factor “N” to get “p” and “q”. Then it’s even easier to get all the possible “d”. And even better: with the power of artificial intelligence, a machine would be possible to rule out all those meaningless plaintext “m”. If this comes true, we may need a new cryptosystem, to provide data security.
